
A N N A L E S
U N I V E R S I TAT I S  M A R I A E  C U R I E - S K Ł O D O W S K A

LUBLIN – POLONIA
VOL. LVIII, 4	 SECTIO H � 2024

DOI:10.17951/h.2024.58.4.87-125

MAGDALENA JAŻDŻEWSKA-GUTTA

m.gutta@ug.edu.pl
University of Gdańsk. Faculty of Economics

119/121 Armii Krajowej St., Sopot 81-824, Poland
ORCID ID: https://orcid.org/0000-0001-5693-8362

ANNA MARIA NIKODEMSKA-WOŁOWIK

anna.nikodemska-wolowik@ug.edu.pl
University of Gdańsk. Faculty of Economics

119/121 Armii Krajowej St., Sopot 81-824, Poland
ORCID ID: https://orcid.org/0000-0003-3650-5214

DAGMARA WACH

dagmara.wach@ug.edu.pl
University of Gdańsk. Faculty of Economics

119/121 Armii Krajowej St., Sopot 81-824, Poland
ORCID ID: https://orcid.org/0000-0001-6419-9870

Decoding Online Consumer Behaviour Towards Counterfeits: 
Insights from Systematic Literature Review and Future 

Research Framework

Keywords: counterfeiting; consumer behaviour; online shopping; tangible products; systematic liter-
ature review

JEL: D91; D11; L81

How to quote this paper: Jażdżewska-Gutta, M., Nikodemska-Wołowik, A.M., & Wach, D. (2024). 
Decoding Online Consumer Behaviour Towards Counterfeits: Insights from Systematic Literature 
Review and Future Research Framework. Annales Universitatis Mariae Curie-Skłodowska, sectio 
H – Oeconomia, 58(4), 87–125.

Pobrane z czasopisma Annales H - Oeconomia http://oeconomia.annales.umcs.pl
Data: 07/03/2026 03:43:59



88 MAGDALENA JAŻDŻEWSKA-GUTTA ET AL.

Abstract
Theoretical background: Counterfeiting poses a significant global challenge, negatively impacting busi-
nesses and consumers. This issue has been exacerbated by the rapid growth of online shopping, which 
has increased the availability and accessibility of counterfeit products. Despite the growing prevalence of 
counterfeit goods in the online marketplace, there remains a substantial research gap in understanding the 
dynamics of online counterfeit consumption. Previous studies have primarily focused on offline counterfeit 
markets, leaving a void in the literature regarding the unique factors that influence consumer behaviour 
and intentions in the digital environment.
Purpose of the article: The aim of the article is to examine the factors influencing consumer behaviour 
and intentions in the context of purchasing counterfeits online. The conducted systematic review aims 
to fill the existing research gap by identifying new and overlooked themes and suggesting directions for 
future research in this area.
Research methods: The article integrates empirical studies on online counterfeit purchases conducted 
between 2008 and 2024. The analysed articles were classified based on the year of publication, research 
methodologies, and characteristics of the study population. 
Main findings: The review identifies four thematic categories: person-centric, social and cultural, mar-
ket-related, and risk-related themes. The insights provide valuable guidelines for researchers, highlighting 
areas for further investigation, and offer practical recommendations for policymakers and marketers to 
combat counterfeiting and protect consumer interests online.

Introduction

Counterfeiting is a significant global issue and diminishing the worldwide de-
mand for such products is vital to protect businesses and safeguard consumers (Wil-
son, Sullivan et al., 2016). Astonishingly, studies suggest that about one-third of 
consumers globally purchase counterfeits intentionally (Sterling & Peterson, 2020). 
Despite the establishment of anti-counterfeiting measures, the allure of counterfeits 
persists, with consumers showing consistent interest. 

It is imperative, thus, to examine the demand-side dynamics to thoroughly grasp 
the problem (Pratt & Zeng, 2019). Data from the European Union Intellectual Proper-
ty Office (EUIPO) reveals that a significant 37% of young Europeans, aged between 
15 and 24, have intentionally and knowingly engaged in the purchase of counterfeit 
goods (EUIPO, 2022). Consumer reactions seem to be shaped more by personal 
factors, serving either as incentives or disincentives, than by broader socio-economic 
factors (Viot et al., 2014). Additionally, efforts to shift the responsibility of counter-
feiting surveillance onto consumers met resistance, as they viewed this expectation 
as unfair (Large, 2014). 

Counterfeit products, often substandard, pose risks to consumer health and safety, 
with greater risks in online purchases compared to traditional retail (Tham et al., 
2019). Sterling and Peterson (2020) underscored the gravity of this, noting the surge 
of counterfeits in online marketplaces. Predominantly, a surge in online shopping has 
been observed, attributable to the volatile environment, particularly post the 2008 
recession, and recently exacerbated by the SARS-CoV-2 pandemic of 2020. Conse-
quently, a multitude of retailers transitioned to an online-first model (Kowalczuk et 
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89Decoding Online Consumer Behaviour Towards Counterfeits…

al., 2021; Rathi et al., 2022). With this acceleration in online purchasing, counter-
feiters have discovered additional avenues to circumvent the legitimate supply chain 
and sell directly to consumers who are enticed to purchase counterfeits (Sterling & 
Peterson, 2020). Furthermore, numerous e-commerce sites lack effective regulatory 
mechanisms to ensure reliability in product specification or advertising, rendering 
these products unavailable for physical inspection (Rojek, 2017). Therefore, online 
buyers, especially those less digitally advanced, are susceptible to such deceptions. 
Online buyers may also feel a false sense of security due to perceived anonymity.

Despite the dynamic growth of online shopping, existing literature has not suffi-
ciently covered this topic, as indicated by Gupta and Lyndem (2024) and Samaddar 
et al. (2024). Therefore, the purpose of this structural literature review is to synthe-
size empirical research on counterfeiting and consumer approach to gain a deeper 
understanding of the underlying factors that influence consumers’ behaviours, and 
intentions regarding online counterfeit purchases. It highlights emerging and over-
looked themes, suggesting future research directions to address these complexities. 
The review focuses on key consumer concerns in cyberspace, such as security, trust, 
risk, legal issues, and the specifics of the online purchasing process. By exploring 
person-centric, sociocultural, and market-related themes, it aims to inform policy-
making and marketing strategies for combating counterfeiting and protecting online 
consumers. This article addresses the following research questions:

RQ1: How has the scholarly research on consumer behaviour towards online 
counterfeit product purchases changed over time?

RQ2: What key conceptual themes have emerged in the study of consumer 
mindset regarding counterfeit online purchases, as revealed by a systematic literature 
review?

RQ3: What future research directions arise from emerging and overlooked themes 
in online counterfeit purchase literature? 

This systematic literature review was used to examine the existing counterfeit 
studies in consumer behaviour and online shopping that were published between 
January 2008 and January 2024. The justification for setting the starting year is the 
fact that the global recession of 2008/9 has revised the current consumer behaviour, 
influenced their more rational and economical purchasing decisions, and led to 
the search for cheaper substitutes for previously purchased products (Hampson & 
McGoldrick, 2013). The following years showed that the difficult, turbulent and 
increasingly less predictable conditions of consumer behaviour did not end after 
the above-mentioned recession. Turbulent conditions in consumer behaviour have 
continued globally since then. Additionally, 2008 saw the leak of a draft of the An-
ti-Counterfeiting Trade Agreement (ACTA), sparking debates on intellectual property, 
and the start of ACTA negotiations, which concluded in 2010. Additionally, in 2008, 
an EU directive was published (EU 2008) to approximate the laws of the Member 
States relating to trademarks. 
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90 MAGDALENA JAŻDŻEWSKA-GUTTA ET AL.

Research methods and procedures

The analysis included only peer-reviewed scientific articles from well-recog-
nized journals in academia. The literature search was conducted using the following 
electronic journal databases: Elsevier, Scopus, Routledge/Taylor and Francis, Wiley, 
Emerald, SAGE. These databases were selected due to their comprehensive coverage 
of high-quality, peer-reviewed academic journals across diverse disciplines, ensuring 
a thorough and reliable synthesis of existing research. Additionally, we selected the 
databases that allowed for detailed searches within abstracts and keywords.

Figure 1. PRISMA flow diagram

Source: Authors’ own study based on (Page et al., 2021).
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stracts, keywords and content were defined to identify a core set of scientific articles. 
Counterfeit* and consum* were combined by the Boolean AND operator, while the 
other terms were combined by OR operators (counterfeit* AND (“on-line” OR online 
OR “e-commerce” OR “internet”) AND consum*). The articles from all databases 
were transferred to Mendeley and then all duplicate records were deleted. Ultimately, 
a total of 610 works were selected for further selection (Figure 1).

To avoid bias resulting from different understanding of the meanings and contexts 
of the analysed studies, the screening of the articles was simultaneously conducted 
by three researchers. Initially, a total of 375 records were excluded based on specific 
criteria designed to filter out irrelevant publications. These records were removed be-
cause they did not meet the necessary conditions of being empirical research articles 
that address both counterfeiting and consumer-related topics. Although “consumer” 
and “counterfeiting” were used as search words in the title, abstract, and keywords, 
some articles only mentioned these terms without making them the main theme of 
the study. Additionally, we excluded all articles that clearly did not refer to consumer 
behaviour or did not relate to physical products. Since we attempted to find literature 
on consumer behaviour regarding the purchase of counterfeited physical products, 
a significant portion of sources had to be removed from the database as they focused 
on pirated music, movies, games, and other types of multimedia and software. We 
have also limited review to the articles published in English. These stringent criteria 
ensured that only the most relevant and focused studies were included in the next 
step of the review.

The final assessment of the articles was based on previously defined search cri-
teria and an additional criterion: articles based on empirical research (quantitative 
and/or qualitative) conducted on individual consumers/buyers (not B2B). The last 
criterion relates to the online shopping channel. This selection criterion could not be 
introduced at the first stage, as a significant portion of the articles did not explicitly 
mention the online shopping channel, even if they were somewhat related to online 
shopping. The analysis was carried out concurrently and independently by three 
researchers, and articles that did not meet the previous criteria were collectively 
reviewed in a meeting. A total of 36 articles were qualified for review. The protocol 
used in this study corresponds to existing SLRs, especially theme-based reviews 
(Pradhan et al., 2023; Sharma et al., 2023), with a special emphasis on discussion 
and indication of directions for further research. Consequently, we observed that 
we ended up with only a limited number of articles. This suggests that the topic is 
under-investigated and may present a research gap.

In the data analysis component of our systematic literature review, we system-
atically structured the examination of the selected articles into three distinct stages 
to ensure a thorough understanding of the literature. Initially, a bibliometric analysis 
was conducted to scrutinize the chronological distribution of the publications and 
to evaluate the prevalent keywords used across these studies. Subsequently, each 
article was assessed based on the research methodologies and theoretical frameworks 
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92 MAGDALENA JAŻDŻEWSKA-GUTTA ET AL.

employed by the authors. This approach allowed us to understand the foundational 
aspects influencing the research field. Following this, we refined our analysis by cat-
egorizing the articles according to how they specifically addressed online shopping 
behaviours. For those studies where online shopping was a primary focus rather 
than a mere mention, a thematic analysis was performed to draw out deeper insights. 
Lastly, in identifying future research directions, our focus was on pinpointing the 
gaps related to consumer behaviour concerning counterfeit product purchases. This 
involved analysing themes that are commonly explored in counterfeit consumer be-
haviour research but are overlooked in studies examining online shopping behaviours 
for counterfeit products. This structured analytical approach aids in highlighting 
critical insights and emphasizing areas needing further scholarly attention.

Results

Categorization of research

Figure 2 indicates that the highest number of publications related to counterfeit 
products were published between 2016–2017 and 2021–2024. This trend might sug-
gest an increasing awareness of the issue of counterfeiting, and efforts to understand 
the factors driving consumer behaviours. We categorized the articles into two groups: 
core online shopping behaviour studies and partial online shopping references.

Figure 2. Number of articles in 2008–2024

Source: Authors’ own study.
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Using the VOSviewer software, we checked the co-occurrence relationships 
of terms contained in the article keywords (Figure 3). In the first years covered by 
the study, there was a noticeable emphasis on trust in both sellers and the product 
information they posted on websites, which then moved towards emotions and the 
social aspect. The latest research introduces the concept of moral detachment, an 
aspect not found in previous publications, revealing a sense of cognitive dissonance 
due to its dual nature. 

Figure 3. Overlay visualization

Source: Authors’ own study.

In total, studies on the intention to purchase counterfeit products were conducted 
in 10 countries, with 3 studies covering multiple countries on a single continent, 
and 2 studies spanning at least two countries across two continents. The location 
of research was unspecified in 3 articles. Additionally, 63% of the studies omitted 
information regarding their timing. The largest number of articles focused on the 
purchasing behaviour and attitudes towards counterfeits of respondents from the 
USA, China (5 articles), and India.

Most frequently used data collection and analysis methods

The final analysis covered articles (27 papers) involving both qualitative and 
quantitative research. Some studies incorporated a combination of both qualitative 
and quantitative methods (in four cases) at varying stages of research, while others 
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employed different methods within the same study when covering different coun-
tries and groups of respondents. A comprehensive matrix detailing the utilized data 
collection methods and types of responders is presented in Appendix 1.

Online surveys were the predominant data collection method, and this trend is 
attributed to the widespread use of platforms (e.g. SOJUMP, MTurk). In addition to 
online surveys, researchers also employed traditional data collection methods, such 
as paper questionnaires distributed at various locations, most commonly in shopping 
centres. In the selected articles, research conducted in the US predominates, with six 
instances identified. In each case, quantitative methods were employed, predominant-
ly computer-assisted web interviewing (CAWI). Therefore, it should be noted with 
a degree of caution that in the case of studies conducted in the USA, quantitative 
methods dominated, particularly CAWI. China ranks second, where, in addition to 
quantitative studies, qualitative research was also conducted, specifically through 
in-depth interviews (IDIs). Interestingly, IDIs are the most prevalent, having been 
applied in five of the cases under consideration, whereas focus group interviews 
(FGIs) were utilized in only two studies. 

Somewhat surprisingly, in as many as 8 out of the 27 articles selected for this 
analysis, the research sample consisted of students. Thus, among all the studies, 
a significant portion specifically targeted students, while a comparable proportion 
examined a mix of typical and diverse consumers. Notably, observations suggest 
a systematic increase in the number of studies involving students over successive 
years. This reveals a significant limitation in the analysed articles, where the choice 
of sample introduced considerable bias. The over-reliance on specific groups, like 
students, without adequately representing the broader society, compromises the gen-
eralizability of the findings (Wells, 2014). The overwhelming majority of the research 
utilized a convenience sampling method. As a result, the samples often comprised 
random individuals who might not genuinely represent the broader demographic of 
the intended population. Substantial variations in the sizes of study groups were also 
apparent. Excluding qualitative research, which typically involves small respondent 
groups, quantitative research encompassed groups ranging from 42 to over 1,282 
individuals. Occasionally, the methodology descriptions were convoluted, making 
it challenging to ascertain the study group and sample size. 

In the rapidly evolving field of data science, the selection of appropriate data 
analysis methods is crucial for extracting meaningful insights from complex datasets 
to serve as a foundational step in guiding researchers, data analysts, and practitioners 
through the myriad techniques available for data interpretation. Among others, Shar-
ma et al. (2023), Hao et al. (2019) and Celik et al. (2022) noted this importance and 
summarized the analytical methods used in their SLR. Thus, Table 1 was prepared 
showing which analytical methods dominate in the research field that is the subject 
of our study. In the analysed scientific studies, the most used analytical methods were 
SEM, CFA, regression, and ANOVA. SEM allowed researchers to analyse complex 
relationships between variables, considering both observed and latent variables. CFA 
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95Decoding Online Consumer Behaviour Towards Counterfeits…

was used to confirm the factor structure of measurement tools, while regression  
and ANOVA were employed to analyse relationships and differences between  
groups.

Table 1. Analytical methods used in SLR

Main data analysis methods Sources

SEM (Chiu et al., 2014; Gupta & Lyndem, 2024; Marticotte & Arcand, 2017; Sama-
ddar et al., 2024; Shan, Jiang, Peng Cui et al., 2021)

Conjoint (Le Roux et al., 2016, 2019)

CFA (Chaudhry & Stumpf, 2011; Chiu et al., 2014; Mavlanova & Benbunan-Fich, 
2010; Shan, Jiang, Peng Cui et al., 2021)

EFA (Shan, Jiang, Peng Cui et al., 2021)
PROCESS Macro (Dommer & Parker, 2023; Peinkofer & Jin, 2023)

Regression (Chaudhry & Stumpf, 2011; Clemons et al., 2016; Luo & Park, 2024; 
Ofori-Parku & Park, 2022; Raman & Pramod, 2017; Robinson & Doss, 2011)

Logistic regression (Dima et al., 2017; Levi et al., 2021; Mavlanova & Benbunan-Fich, 2010; 
Pueschel et al., 2017)

GLM  (Herstein et al., 2015; Robinson & Doss, 2011)

ANOVA (Dommer & Parker, 2023; Feng et al., 2023; Mavlanova & Benbunan-Fich, 
2010; Raman & Pramod, 2017; Shan, Jiang, Peng Cui, et al., 2021)

Source: Authors’ own study.

Dominant theories

In the current research on counterfeiting within the consumer mindset, theories 
related to human behaviour are predominantly referenced by the authors. Table 2 
includes theories and concepts that hold an established position in the tradition of 
scientific studies. 

A review of preceding studies concludes that a significant majority were predi-
cated on Ajzen’s (1985) Theory of Planned Behaviour (TPB). Despite its inception 
in the 1980s (as an extension of the antecedent Theory of Reasoned Action), the TPB 
has found extensive application across diverse domains of consumer research, where 
it has been frequently adapted and expanded. However, in addressing the issue of 
counterfeit purchases, researchers have significantly broadened the array of theories 
employed. By incorporating, for instance, social identity theory or signalling theory, 
they have tended to underscore the role of external factors, including environmental 
factors, situations, and the influence of others, not included in the TPB. From the 
perspective of our study, signalling theory is particularly appropriate. A sender trans-
mits a signal to a recipient in a communication process characterized by asymmetric 
information (Spence, 1973) which mirrors the process of buying counterfeits, where 
the demand side of the market is often underinformed. Conversely, the reliance on 
cognitive dissonance has facilitated the incorporation of such critical factors as fear 
or embarrassment, and risk perception. 
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Table 2. Main theories and concepts used in the analysed articles

Theories and concepts Sources

Theory of planned behaviour
(Chiu et al., 2014; Herstein et al., 2015; Li et al., 2018; Marticotte & Arcand, 
2017; Martinez & Jaeger, 2016; Ofori-Parku & Park, 2022; Pueschel et al., 
2017; Samaddar et al., 2024)

Theory of reasoned action (Ofori-Parku & Park, 2022)
Cognitive dissonance (Bardey et al., 2022; Pueschel et al., 2017)

Consumer risk/perceived risk (Herstein et al., 2015; Li et al., 2020; Ofori-Parku & Park, 2022; Pueschel et 
al., 2017; Samaddar et al., 2024; Shan, Jiang, Peng Cui et al., 2021)

Social identity theory (Bardey et al., 2022; Li et al., 2020; Marticotte & Arcand, 2017)
Signalling theory (Mavlanova & Benbunan-Fich, 2010; Peinkofer & Jin, 2023)
Veblen’s approach (Dima et al., 2017)
Flow theory (Islam et al., 2021)
Prospect theory (Luo & Park, 2024)

Source: Authors’ own study.

Moreover, the Veblen’s theory also appeared (Veblen, 1899). It provides a so-
cio-economic critique of the consumption patterns of the affluent and their role in 
social stratification. Veblen’s analysis is grounded in the concept of conspicuous 
consumption, which he defines as the spending of money on and the acquiring of 
luxury goods and services to publicly display economic power.

In the realm of online consumer behaviour research, the application of the flow 
theory was posited as a significant theoretical advancement (Islam et al., 2021). This 
concept encapsulates an optimal state of engagement wherein individuals become so 
immersed in an activity that external concerns become inconsequential. The phenom-
enon of “flow” is characterized by a transient period of complete immersion, mas-
tery, and gratification, which manifests as spontaneous participation in e-commerce 
transactions. Individuals experiencing “flow” are those who are deeply absorbed and 
fervently participate in enjoyable online activities. In their 2021 study, Islam et al. 
explored the extent to which materialism and the pursuit of novelty, through medi-
ating and moderating mechanisms, shape consumer attitudes toward the purchase 
of luxury counterfeit goods on a preeminent social commerce platform globally. 

In their exploration of financial and functional risk, Luo et al. (2024) applied 
Prospect Theory, which posits a more empirically aligned model of risk-related deci-
sion-making. Diverging from the classical economic presumption of rationality, this 
theory incorporates psychological factors into choice behaviour. It emphasizes the 
role of reference points – subjective benchmarks against which gains and losses are 
assessed. For example, an individual’s existing wealth may influence their financial 
risk assessments, leading to the rejection of objectively favourable gambles due to 
a shift in perspective from absolute outcomes to relative changes.
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Categorisation of articles

All the articles that were eligible for further analysis were grouped based on the 
type of reference they made to the online shopping environment (Table 3). We were 
able to determine eight categories. 

Table 3. Classification of online shopping context appearance in the selected articles
Online context Description References

Online as the 
main shopping 
environment / 
main theme

Online purchase of counterfeit luxury products (online as an ana-
lysed shopping environment but not compared to other channels)

(Gupta & Lyndem, 
2024)

Online pharmacies – an increased role in the proliferation and 
consumption of substandard and falsified medicines

(Ofori-Parku & Park, 
2022)

Consumer perceptions on responsibility for selling counterfeits in 
different retailing contexts.

(Peinkofer & Jin, 
2023)

Factors influencing the online counterfeit market and the policies 
available to deal with this threat

(Raman & Pramod, 
2017)

Understanding and analysing the behaviour of young consumers 
when purchasing counterfeit products online

(Samaddar et al., 
2024)

Counterfeiters, using the internet, can exploit product presenta-
tions and website signals to present fake goods as authentic

(Mavlanova & Benbu-
nan-Fich, 2010)

Additional assurances needed in online shopping in countries with 
less online shopping experience. Differences in trust to online 
shopping possibly based on online shopping experience

(Clemons et al., 2016)

Indication of the motives behind counterfeit purchase (Thaichon & Quach, 
2016)

Significant role of Compulsive Internet Use in counterfeits pur-
chases in social commerce (Islam et al., 2021)

Comparison 
of online vs. 
other places of 
purchase

Differences between buying online and from street vendors 
regarding perceived behavioural control, purchase intention, risk 
averseness, and consumers’ attitudes

(Chiu et al., 2014)

No difference between online and offline hedonic shopping 
experience

(Chaudhry & Stumpf, 
2011)

Shy consumers shift to online shopping for counterfeit goods (Li et al., 2018)
Place of purchase does not determine purchase to the same extent 
as similarity to the original product (Le Roux et al., 2016)

Place of purchase as an important determinant of consumer’s pur-
chase behaviour of counterfeits depending on product category (Le Roux et al., 2019)

Online shopping involves higher risk of purchasing counterfeit 
products than offline (Luo & Park, 2024)

Online as a var-
iable

Online shopping distinguished in the survey (but no wider com-
ments) (Dima et al., 2017)

Question regarding online purchasing in the questionnaire (Robinson & Doss, 
2011)

Online shopping 
as an experimen-
tal condition

The respondents exposed to scenarios describing an online retailer 
selling counterfeits

(Marticotte & Arcand, 
2017)

Online as a shopping channel in an experiment (Dommer & Parker, 
2023)

Purchasing counterfeits online (Shan, Jiang, Peng Cui 
et al., 2021)

Consumers assessed psychosocial risk after reading an article on 
increasing online counterfeit consumption (Feng et al., 2023)
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Online context Description References

Respond-
ent’s expressions

Awareness of counterfeit sellers’ dishonesty among respondents (Bian et al., 2016)
Happiness and joy of bargain purchase (Bardey et al., 2022)
Feeling cheated and ashamed after unknowingly buying counter-
feit goods online (Li et al., 2020)

Resentment over the availability of counterfeit well-known brands 
on the internet (Pueschel et al., 2017)

Online shopping as an opportunity for reaching counterfeits or 
finding a bargain

(Samaddar & Gandhi, 
2022)

Implications

Social campaigns using the Internet do not appear to influence 
consumer behaviour positively (Herstein et al., 2015)

Utilization of designated and verified online retailers for authentic 
brand purchases (Yoo& Lee, 2012)

B2C e-commerce channel should be used to convey messages to 
discourage the purchase of counterfeits (Razmus et al., 2024)

Luxury brand retailers should uphold online prestige and foster 
brand-centric communities for a luxurious buyer experience (Iyer et al., 2022)

The Internet 
only inciden-
tally mentioned 
as a POS and/
or distribution 
channel

Counterfeiters can trade on the Internet without prior consumer 
inspection using presentational devices to signal their apparent 
trustworthiness

(Ding et al., 2017)

Particularly in developing countries of South Asia exposure of 
people is more to traditional media than internet (Anwar Mir, 2013)

Online purchase of products for children needs additional search 
for information and autonomous safety checks to reduce the risk (Bastos & Levy, 2012)

Future research 
directions

Investigating consumers’ awareness, attitude and intent toward 
purchasing fashion counterfeit goods on the Internet

(Kim & Karpova, 
2009)

Due to increasing interest in online shopping, there is a need for 
more specific research, focusing on people who purchase online (Sharif et al., 2016)

Exploration of online shopping behaviour (Martinez & Jaeger, 
2016)

Source: Authors’ own study.

The first category includes articles that fully address the issue of online shop-
ping (Clemons et al., 2016; Gupta & Lyndem, 2024; Mavlanova & Benbunan-Fich, 
2010; Ofori-Parku & Park, 2022; Peinkofer & Jin, 2023; Raman & Pramod, 2017; 
Samaddar et al., 2024; Thaichon & Quach, 2016). These studies examine factors 
such as consumer behaviour, perceptions, and the impact of online marketplaces on 
the proliferation of counterfeit products. The research covers consumer attitudes 
towards counterfeits, and the effectiveness of policies to combat online counterfeit 
markets. However, not all articles analyse the online shopping environment itself; 
some simply conduct research among online shoppers without examining the spe-
cifics of the online context, nor do they analyse specific constructs or psychographic 
traits that would be typical for online shopping.

The second type of articles offers a comparison of consumer behaviours between 
online shopping and other shopping channels. These studies highlight several differ-
ences, including differences in perceived behavioural control, purchase intention, risk 
averseness, and consumer attitudes between online and offline purchases. Secondly, 
consumer traits and preferences play a significant role. Some research suggests that 
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shy consumers are more likely to shift to online shopping for counterfeit goods 
(Li et al., 2018). In contrast, other studies find no significant difference between 
the online and offline hedonic shopping experience. Thirdly, the place of purchase 
influences consumer behaviour in varying degrees (Chaudhry & Stumpf, 2011). For 
some consumers, the similarity to the original product is more important than the 
place of purchase (Le Roux et al., 2016). However, the place of purchase can be an 
important determinant of behaviour, particularly concerning counterfeit products and 
depending on the product category (Le Roux et al., 2019). Lastly, risk perception is 
higher in online shopping, with studies emphasizing the greater risk of purchasing 
counterfeit products online compared to offline (Luo & Park, 2024). This highlights 
the need for enhanced measures to protect online consumers.

In two of the studies, online shopping was listed as one of the questions in the 
survey; however, no detailed analysis was presented about this particular shop-
ping environment (Dima et al., 2017; Robinson & Doss, 2011). Four other articles 
(Dommer & Parker, 2023; Feng et al., 2023; Marticotte  & Arcand, 2017; Shan, 
Jiang, Peng Cui et al., 2021) were based on experiments where online shopping was 
one of the conditions, meaning the participants were placed in an online shopping 
situation. In both categories, however, the results of the studies did not underscore 
the specificity of purchasing on the internet in a way that would allow for further 
detailed investigation.

The next category of studies allows for a more in-depth analysis. It contains arti-
cles based on qualitative research, from which we extracted respondents’ answers that 
addressed online shopping. From these responses, we determined emerging issues 
not always identified by the authors of the referenced articles, as they focused on 
different aspects of counterfeiting literature. Respondents exhibited a range of emo-
tions and awareness levels regarding counterfeit products, including an awareness of 
counterfeit sellers’ dishonesty among respondents, happiness and joy from finding 
a bargain, despite the potential risks associated with counterfeit goods, feelings of 
being cheated and ashamed after unknowingly purchasing counterfeit goods online, 
resentment among consumers over the availability of counterfeit well-known brands 
on the internet, or an opportunity to reach counterfeits or find a bargain.

The remaining categories address online shopping to a lesser extent. In four 
articles we were able to find relevant implications for theory or practice regarding 
online shopping of counterfeits. These implications relate to the limited effectiveness 
of social campaigns using the internet in positively influencing consumer behaviour, 
the importance of utilizing designated and verified online retailers for authentic 
brand purchases, and the need for luxury brand retailers to uphold online prestige 
and foster brand-centric communities for a luxurious buyer experience. In a similar 
vein, some studies set future research directions regarding the online purchase of 
counterfeits. These directions include the exploration of online shopping behaviour, 
the need for more specific research focusing on people who purchase online due to 
the increasing interest in online shopping, and investigating consumers’ awareness, 
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attitudes, and intent toward purchasing fashion counterfeit goods on the internet. The 
last group contains some reference to online shopping for counterfeits in the results 
or conclusions, but it is not the subject of further in-depth analysis. 

Emergent themes and constructs

Thematic analysis was drawn upon the works of Le Roux (2019), Hussain et al. 
(2017), and Viot et al. (2014). The emergent themes identified in this study are cat-
egorized into four groups: person-centric themes, social (inclusive of legal aspects) 
and cultural themes, market-related themes, and risk-related themes. 

Person-centric themes

Themes related to personal factors (see Table 4), which include psychographics 
and moral considerations, are essential for understanding the variations in consumer 
reactions to counterfeit products available online. 

Table 4. Emerging person-centric themes and related constructs

Themes Factor/construct Research outcome (relationship and significance) References

Emotions

Emotions in 
general

Emotions play a significant role in purchasing coun-
terfeits

(Feng et al., 2023; 
Marticotte & Arcand, 
2017)

Discomfort
Feeling bad after purchasing a counterfeit (Samaddar & Gandhi, 

2022)
“Shy” (as named in the paper) consumers discreetly 
buy counterfeits online (Li et al., 2018)

Resentment / 
Anger

Consumers outraged by the sale of counterfeits on the 
Internet (Pueschel et al., 2017)

Envy Malicious envy encourages online shoppers to pur-
chase counterfeited products

(Gupta & Lyndem, 
2024)

Schadenfreude

Schadenfreude is positively correlated with the 
intention to buy and the attitude toward counterfeiting 
and negatively correlated with the attitude toward the 
original brand

(Marticotte & Arcand, 
2017)

Hedonic bene-
fits (related by 
the authors with 
emotions)

In a social commerce context, hedonic benefits are 
positively associated with attitude toward luxury 
counterfeits

(Islam et al., 2021) 

Morality

Moral judgment Negative impact on purchase intention (Ofori-Parku & Park, 
2022)

Moral disen-
gagement

Positively related to counterfeit purchase intention and 
moderates the relationship between counterfeit attitude 
and purchase intention

(Samaddar et al., 
2024)

Malicious envy leads to moral disengagement, thus 
resolving the moral dilemma often linked with coun-
terfeiting

(Gupta & Lyndem, 
2024)

Needs Psychological 
need 

Positive impact of belongingness on counterfeits 
purchasing

(Thaichon & Quach, 
2016) 

Pobrane z czasopisma Annales H - Oeconomia http://oeconomia.annales.umcs.pl
Data: 07/03/2026 03:43:59



101Decoding Online Consumer Behaviour Towards Counterfeits…

Themes Factor/construct Research outcome (relationship and significance) References

Attitudes Attitudes in 
general

Positive attitudes towards counterfeits have a favoura-
ble impact on the intention to purchase them

(Samaddar et al., 
2024)

Beliefs Behavioural 
control

The online shoppers have stronger behavioural control 
than buyers from street vendors (Chiu et al., 2014)

Cognitive 
traits

Awareness of 
counterfeits

Young people are aware of the problems associated 
with counterfeits on the Internet

(Raman & Pramod, 
2017)

Values / 
personality 
traits

Materialism In a social commerce, materialism has a positive rela-
tionship with attitude toward luxury counterfeits

(Islam et al., 2021)

Addictive 
behaviour

Compulsive 
internet use

Compulsive internet use has a positive relationship 
with the attitude toward counterfeits

(Islam et al., 2021)

Source: Authors’ own study.

Emotions as factors determining consumer behaviour, are significant drivers of 
purchasing decisions, particularly in relation to the online purchase of counterfeit 
goods (Feng et al., 2023; Marticotte & Arcand, 2017). Among them, schadenfreude 
is positively correlated with the intention to buy and the attitude toward counterfeit-
ing and negatively correlated with the attitude toward the original brand (Marticotte 
& Arcand, 2017). This emotion occurs when we derive satisfaction from someone 
else’s hardships or setbacks. Moreover, analysed papers also refer to a sense of 
discomfort associated with purchasing counterfeit products online (Li et al., 2018; 
Samaddar & Gandhi, 2022). However, they do not elaborate on this notion nor 
specify it (for instance, whether it pertains to cognitive dissonance). In addition to 
schadenfreude, other intense emotions mentioned in the reviewed literature were 
identified: anger and resentment as reactions towards counterfeits appearance in 
online outlets (Pueschel et al., 2017). Furthermore, Gupta and Lyndem (2024), 
focusing on another expressive emotion – envy, assert that malicious envy leads 
to moral disengagement (explained below), driving consumers to seek retribution 
against brands by purchasing counterfeits. This behaviour reflects the role of envy 
in influencing moral evaluations and consumer decisions within the luxury sector.

In general morality, as a construct, resonates distinctly in the articles analysed. 
Ofori-Parku and Park (2022) found that moral judgment adversely affects purchase 
intentions, with immoral perceptions of substandard or counterfeit medicines signifi-
cantly deterring consumers. Concurrently, Samaddar et al. (2024) were focused on 
more complex construct originating from social cognitive theory – moral disengage-
ment, which describes a process of cognitive restructuring that enables individuals 
to engage in unethical behaviour without experiencing conflict with their internal 
moral standards. The authors assert that moral disengagement has a positive cor-
relation with the intention to purchase counterfeits and moderates the link between 
the attitude towards counterfeits and the purchase intention. 

Other studies on the online shopping of counterfeits have demonstrated a posi-
tive influence on such purchases by psychological factors, including an attitude that 
accepts counterfeits (Samaddar et al., 2024) and belongingness (Thaichon & Quach, 
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2016). It is worth noting that this approach associates, although not explicitly, one 
of the Maslow’s basic needs with the subject of counterfeits.

While examining purchasers with respect to an alternative psychological con-
struct: beliefs, Chiu et al. (2014) suggest that individuals engaging in online shop-
ping exhibit enhanced behavioural control over their purchasing actions compared 
to consumers procuring goods from terrestrial vendors. It is relevant to note the 
researchers’ reference to a specific market segment in the context of cognitive traits; 
specifically, they posit that young consumers are aware of the issues implicated by 
the availability of counterfeit products online (Raman & Pramod, 2017). However, 
in certain instances, the behaviour of individuals transcends their self-regulatory 
capabilities. Contemporary internet users frequently become engrossed in the digital 
realm, developing an addiction to the constant presence within the virtual world. 
This phenomenon of compulsive internet use has been highlighted by Islam et al. 
(2021). The same authors claim that in a social commerce context, hedonic benefits 
and materialism are positively associated with attitude toward luxury counterfeits.

Social and cultural themes

Based on the analysis of selected scientific articles, we found the following 
themes: objective norms and legal context, subjective norms and ethics, cultural and 
social dimensions (Table 5). The objective norms and legal context provide a frame-
work for understanding the regulatory challenges and enforcement limitations faced 
by authorities. Subjective norms and ethics delve into the dilemmas and justifications 
consumers encounter when purchasing counterfeit goods. Lastly, the cultural and 
social dimensions explore how societal values and peer influences shape consumer 
behaviour towards counterfeits. Together, these themes offer a comprehensive lens 
through which the complexities of counterfeit commerce can be examined, highlight-
ing the need for interdisciplinary approaches to develop effective strategies against 
the proliferation of counterfeit goods in the digital marketplace.

Broadly understood objective norms, i.e. adopted, and accepted (sometimes im-
posed by those in power) legal regulations, are very rarely linked in current research 
with buyers’ behaviour towards counterfeits. Most empirical studies suggest a degree 
of indifference among buyers; they contend that culpability should not be assigned to 
them for the procurement of counterfeit goods, particularly when no measures were 
taken to prevent these goods from infiltrating the market (Raman & Pramod, 2017). 
Additionally, there is an observed deficiency in consumer education regarding the 
safeguarding against counterfeit products (Thaichon & Quach, 2016). Contrarily, 
Dima et al. (2017) assert that consumers demonstrate a reluctance to engage in the 
purchase of counterfeit items, influenced by potential legal consequences and moral 
judgments. Chaudhry and Stumpf (2011) underscore ethical concerns, emphasizing 
their substantial impact on the intent to purchase counterfeit goods. The onus of 
responsibility is argued to lie with the market’s supply side. Consequently, it is 
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imperative to ascertain under what conditions, if any, consumers exhibit interest 
in the legal implications of such transactions. Chaudhry and Stumpf (2011) found 
a positive link between collectivist behaviours and the use of counterfeit movies and 
medicines, but not necessarily their purchase frequency. 

Table 5. Social and cultural themes and related constructs

Themes Factor/construct Research outcome (relationship and significance) References

Objective 
norms and 
legal context

Legal aspects

Consumer avoid purchasing counterfeits due to legal 
and moral aspects

(Dima et al., 
2017)

Consumers resist accusations of buying counterfeits (Raman & 
Pramod, 2017)

Consumers not familiar with penalties and legal con-
sequences of buying fakes

(Thaichon & 
Quach, 2016)

Subjective 
norms and 
ethics

Ethical concern / 
ethical values

Ethical concerns played a significant role in shaping 
purchase intentions of fakes

(Chaudhry & 
Stumpf, 2011)

Conspicuous 
consumption

Product conspicu-
ousness

Product conspicuousness moderate the link between 
materialism and luxury counterfeit purchase intention

(Islam et al., 
2021)

Cultural and 
social dimen-
sions

Collectivism
Positive link between collectivist behaviours and 
the use of counterfeit movies and medicines, but not 
necessarily their purchase frequency

(Chaudhry & 
Stumpf, 2011)

Face consciousness Higher level of face consciousness exhibits a greater 
inclination to select luxury counterfeits

(Samaddar et al., 
2024)

Social networks Positive influence of opinions on SN on buying fakes (Thaichon & 
Quach, 2016)

Social pressure Consumers who purchase counterfeits online are less 
easily influenced by social pressure

(Chiu et al., 
2014)

Source: Authors’ own study.

Scholarly inquiry has partially addressed the relationship between cultural factors 
and counterfeit consumption. While some studies have identified variances attribut-
able to cultural diversity or significant inter-country disparities, there remains a gap 
in pinpointing the specific cultural elements driving these differences. For example, 
Chaudhry and Stumpf (2011) found a positive link between collectivist behaviours (i.e. 
emphasizing group cohesion and interdependence) and the use of counterfeit movies 
and medicines, but not necessarily their purchase frequency. In turn, Samaddar et al. 
(2024) noticed that a higher level of face consciousness (i.e. concern for one’s public 
image, reputation, dignity, and honour in the eyes of others) exhibited a greater incli-
nation to select luxury counterfeits. The subject of luxury products was also addressed 
in a different context by Islam et al. (2021), who asserted that product conspicuousness 
moderates the link between materialism and luxury counterfeit purchase intention.

In the current discourse, the potency of social influence is unequivocal. Research 
into online social networks by Thaichon and Quach (2016) observed a positive 
correlation between social network opinions and the propensity to purchase coun-
terfeit goods. Conversely, Chiu et al. (2014) contend that individuals who engage in 
the online procurement of counterfeit products exhibit a diminished susceptibility 

Pobrane z czasopisma Annales H - Oeconomia http://oeconomia.annales.umcs.pl
Data: 07/03/2026 03:43:59



104 MAGDALENA JAŻDŻEWSKA-GUTTA ET AL.

to social influence. Like the case with person-centric themes, here too, numerous 
gaps can be discerned that require exploration through research focused narrowly 
on aspects specific to the purchase of counterfeits online, as presented in section 8.

Market-related themes

The next step encompasses the analysis of specific purchasing circumstances, 
the intended use of the purchased product, as well as the significance of trust in these 
purchases and the brand of the product (Table 6).

Table 6. Market-related themes

Themes Factor/construct Research outcome (relationship and signifi-
cance) References

Circum-
stances and 
situations 
of purchase

Bargain
Possibility of buying products like originals at 
an attractive price 

(Samaddar & Gandhi, 
2022)

Positive emotion of finding a bargain (Bardey et al., 2022)

Counterfeit availability Internet offers convenient access to wide range 
of counterfeits

(Samaddar & Gandhi, 
2022; Thaichon & 
Quach, 2016)

Counterfeit affordabil-
ity/price Positive influence on purchasing decision (Thaichon & Quach, 

2016)

Importance of place of 
purchase

The place of purchase impact counterfeit 
purchase behaviour depending on the product 
category

(Le Roux et al., 2016, 
2019)

Anonymity of buyers
Perceived anonymity in online shopping 
moderated the impact on attitude towards 
counterfeits

(Samaddar et al., 
2024; Thaichon & 
Quach, 2016)

Pur-
chase-relat-
ed trust

Erosion in trust

Erosion of trust does not negatively impact 
repurchase intentions; however, the loss of 
trust is greater when associated with an online 
seller rather than a third-party seller

(Peinkofer & Jin, 
2023)

Trust in seller Trust in the seller is a significant predictor of 
the willingness to purchase counterfeits

(Mavlanova & Benbu-
nan-Fich, 2010)

Trust in cultural context

Geographical variance exists in e-commerce 
trust seen as routine in developed markets, 
while in China, vendors must first prove 
quality

(Clemons et al., 2016)

The prod-
uct’s in-
tended use

Purchasing for oneself 
versus for someone else

Consumers who have received counterfeit 
goods as a gift tend to become a frequent 
counterfeit buyer and user

(Thaichon & Quach, 
2016)

Brand

Brand awareness Brand awareness affects directly and indirectly 
the purchase of counterfeits (Feng et al., 2023)

Brand punishment
Brand punishment mediates the relationship 
between malicious envy and counterfeit pur-
chase intention

(Gupta & Lyndem, 
2024)

Opinions 
on product

Online reviews sensi-
tivity

Positive online reviews moderate the link 
between compulsive internet use and luxury 
counterfeit purchase intention

(Islam et al., 2021)

Source: Authors’ own study.
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In the investigation of specific circumstances, situations, and external conditions 
associated with the purchase of counterfeit goods, five constructs have emerged: 
bargain (Samaddar & Gandhi, 2022; Bardey et al., 2022), counterfeit availability (Sa-
maddar et al., 2024; Thaichon & Quach, 2016), counterfeit affordability and/or price 
(Thaichon & Quach, 2016), anonymity of buyers (Samaddar et al., 2024; Thaichon 
& Quach, 2016), and importance of place of purchase (Le Roux et al., 2016, 2019). 
The initial four factors favour consumer decisions regarding the acquisition of coun-
terfeit products, while the last one moderates the impact on attitude towards fakes.

Another distinct construct identified is trust, which is depicted in three critical 
contexts. Peinkofer and Jin (2023) posit that the loss of trust is greater when associat-
ed with an online seller rather than a third-party seller. According to Mavlanova and 
Benbunan-Fich (2010), trust in the seller is a significant predictor of the willingness 
to purchase counterfeits. In turn, Clemons et al. (2016) noticed the role of trust and 
cultural determinants in purchasing counterfeits. These are significant not only from 
the perspective of counterfeit purchases but also as regards to the broader dynamics 
of the concept of trust within market relationships.

A factor observed only once in this literature analysis, and moreover overlooked 
in previous studies on counterfeits as a whole, is the differentiation of the pur-
chase’s intent – whether it is a product bought for oneself or for another person 
(Thaichon & Quach, 2016). Similarly, Islam et al. (2021) highlighted a particularly 
unique dimension regarding the influence of online reviews and compulsive internet 
use on the purchase intentions of counterfeit products. 

Two studies scrutinized the correlation between brand within the consumer per-
ceptions and the procurement of counterfeit goods online. Although brand awareness 
exerts a direct and ancillary influence on the acquisition of such items (Feng et al., 
2023), the literature introduced a concept of “brand punishment” that emerges in 
tandem with a potent emotion previously mentioned – malicious envy (Gupta & 
Lyndem, 2024).

Risk-related themes

The perceived risk by consumers when purchasing counterfeit products online 
was examined in two dimensions: individual risk management and the type of risk 
involved. Regarding the first dimension, while risk aversion may deter the purchase 
of counterfeits on the internet (Chiu et al., 2014), individuals who are generally 
risk-seeking tend to behave in the opposite manner (Thaichon & Quach, 2016). Fur-
thermore, researchers identified the possibility of risk reduction through the thorough 
independent verification of all information about a given online seller before making 
a purchase decision (Levi et al., 2021). 

In relation to online purchases, three types of risk emerged: functional, financial, 
and psychosocial (Table 7). According to the researchers, the former is felt more 
acutely in online transactions, whereas the second becomes a key determinant in 
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inhibiting the purchase decision (Luo & Park, 2024). Similarly, psychosocial risk 
may act as a deterrent to the purchase of counterfeit products online, a phenomenon 
observed by Feng et al. (2023), Li et al. (2020), and Thaichon and Quach (2016).

Table 7. Risk-related themes and related constructs

Themes Factor/construct Research outcome (relationship and significance) References

Risk man-
agement 
behaviours

Risk propensity Risk-takers are more willing to buy counterfeits (Thaichon & Quach, 
2016)

Risk averseness

The online buyers have higher path scores for the path 
of risk averseness to consumers’ attitudes (stronger 
impact of risk averseness on consumer attitudes when 
buying online)

(Chiu et al., 2014)

Risk reduction
Additional search for information and autonomous 
safety checks needed to reduce the risk when 
shopping online (to avoid purchasing counterfeits)

(Levi et al., 2021)

Types of 
risk

Functional risk
Functional risk may be higher in online shopping 
as the consumers have no possibility to check the 
condition of the product

(Luo & Park, 2024)

Financial risk
Level of financial risk relatively high and became 
a critical factor that negatively influenced purchasing 
decision

(Luo & Park, 2024)

Psychosocial risk 
(including risk of 
embarrassment)

Negative influence on attitudes towards counterfeit 
products

(Feng et al., 2023; 
Li et al., 2020; 
Thaichon & Quach, 
2016)

Source: Authors’ own study.

The issue of perceived risk in the purchase of counterfeit goods, particularly 
online, warrants greater attention. It is of value to investigate the impact of other 
types of risk, as well as to examine its role at various stages and in different circum-
stances in which consumers opt to purchase counterfeit products online or may do 
so unwittingly.

Discussions

Directions for theory 

Person-centric themes in research on online shopping

Person-centric studies show mixed results regarding the impact of psychological 
factors on online counterfeit purchases or intentions. Emotions, a key driver of con-
sumer behaviour (Bardey et al., 2022), play a role in counterfeit purchases online.

Among them, such emotions as: anger, envy, discomfort and schadenfreude 
were investigated in the prior studies. While the authors did not express it explicit-
ly, discomfort was presented closely to embarrassment, also appearing in a slightly 
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different context as the risk of embarrassment. This sheds light on expanding the 
scope of research. It would be interesting to investigate which emotions are respon-
sible for the perception of different types of consumer risk, widely observed in the 
online shopping circumstances. One may notice a lack of research on emotions in 
a comprehensive and systematic way, focusing only on these determinants. Emotion 
selection based, for example, on Plutchik’s traditional “wheel of emotions” concept 
(Plutchik & Kellerman, 1980) provides a solid theoretical foundation. Therefore, such 
research could provide interesting insights into the hierarchy of emotions released 
when shopping for counterfeits online, as well as determine the strength of these 
emotions and their interconnections, e.g. whether fear is combined with disgust or 
sadness. In this context, schadenfreude deserves in-depth research, as an emotion 
that arises from experiencing joy or pleasure due to the misfortune of another person, 
often associated with social comparison theory, developed by Leon Festinger in the 
1950s. It occurs when one derives satisfaction from someone else’s hardships or 
setbacks and is positively correlated with the intention to online purchasing of fakes 
(Marticotte & Arcand, 2017). Furthermore, in the context of emotional factors, it is 
advisable to disaggregate the constituent basic emotions inherent within the variable 
schadenfreude. As previously emphasized, “morality” and “ethics” ought to be con-
sidered distinct variables. An in-depth examination of their respective influences on 
the propensity to purchase counterfeit goods may pave the way for novel avenues 
of research, as the relationship between them and counterfeit consumption is far 
from straightforward. Analogous to the case with emotions, other variables exam-
ined in the studies of online counterfeit purchases necessitate a coherent approach 
based on uniform/standardized criteria. In the studies under review, the variable 
“belongingness” emerged, exhibiting a positive influence on the online purchase of 
counterfeits (Thaichon & Quach, 2016). This presents an intriguing topic for further 
exploration, given that it pertains to one of the most fundamental psychological needs 
within Maslow’s hierarchy. Comparing “belongingness” with other needs from this 
framework and investigating their impact on counterfeit purchases appears highly 
important. Alternative conceptualizations of needs according to various theories 
can be proposed (e.g. Herzberg’s Two-Factor Theory or ERG Theory proposed by 
Clayton Alderfer), as a distinct focus on exploring the needs of counterfeit consumers 
has not yet been undertaken. A consensus among researchers suggests that attitudes 
have a favourable impact on the inclination to procure counterfeit products broadly, 
that is, without an exclusive emphasis on online transactions (inter alia, Kasber 
et al., 2023; Noor & Muhammad, 2019; Singh et al., 2021). Nevertheless, given 
that attitudes are influenced by a spectrum of factors, both intrinsic and extrinsic, 
and considering the predominance of intrinsic factors in existing literature, there 
is a compelling need for comprehensive research that concentrates on extrinsic 
factors, encompassing those of an environmental nature. Furthermore, cognitive 
traits, which refer to consistent inclinations to respond to specific types of stimuli 
or situations in predictable manners, hold greater significance in the realm of online 
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shopping compared to brick-and-mortar stores (Riquelme & Román, 2014). Thus, it 
is worthwhile to delve deeper into the significance of cognitive traits in the analysed 
literature, which has been limited to the construct of “awareness of fakes”. Although 
Cognitive Dissonance (CD) theory elucidates the psychological discomfort experi-
enced by individuals when their actions, including those related to moral and ethical 
standards, are at odds with their beliefs, thus integrating multiple factors, its relevance 
is noteworthy. This theory, which prominently arises in online purchases, especially 
of counterfeits at various stages of the complex purchasing process, is relevant to 
this topic. Therefore, analysing the potential occurrence of CD and determining its 
magnitude in these phases would enhance the understanding of the reasons behind 
consumer hesitation. In the exploration of CD manifestation, the role of the time-lag 
phenomenon (Park et al., 2015) should be contemplated, which may lead to a dual 
incidence of CD. Chadha et al. (2018) assert the significance of examining CD 
within the pre-purchase phase of the online purchasing process, a subject area that, 
to our knowledge, remains unexplored in existing research, opening a new field for 
investigation. Furthermore, it seems advantageous to further cultivate the previously 
mentioned flow theory within the scope of these studies. The concept was first ar-
ticulated in the 1970s by psychologist Mihaly Csikszentmihalyi. His formulation of 
the theory was predicated on observations of artists who would become profoundly 
engrossed in their creative process, dedicating numerous hours to the production of 
art characterized by fervent passion and total concentration (van den Hout & Da-
vis, 2019). This immersion occurred in the absence of extrinsic incentives, such as 
financial compensation or acclaim. Although its initial applications diverged from 
those proposed nearly half a century later by Islam et al. (2021), the findings and 
conclusions remain exceedingly valuable. This is particularly true as individuals are 
indeed becoming increasingly engrossed in the virtual world.

Social and cultural themes in research on online shopping

In the realm of social and cultural aspects, a certain gap emerges within the ex-
amined literature. Specifically, the legal context is, if at all, superficially addressed. 
There is an oversight regarding the fact that, in accordance with the law, counter-
feiting goods constitutes a criminal offense, an act of intellectual property theft, and 
furthermore, a deception towards customers. 

Similarly, prior research has insufficiently addressed emotional reactions to legal 
sanctions. Moreover, although online shopping has a global dimension, the specificity 
of purchasing counterfeit goods is conditioned, among other factors, by cultural as-
pects, which warrant further attention. Avnet et al. (2023) demonstrated the necessity 
of tailoring anti-counterfeiting approaches to specific cultural and environmental 
market contexts. Concurrently, Jiang et al. (2023) observed distinct materialistic 
determinants across Western and Eastern cultures. The profound significance of 
comparative studies is underscored here. Materialism can be applied as a theoretical 
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framework, while material conditions and economic factors are the primary influences 
shaping societal structures and cultural practices. This viewpoint underscores the 
material world’s primacy in shaping human consciousness and societal interactions. 
In this context, one can observe the predominance of material values over spiritual 
ones, which paves the way for considerations on the role of religion in contemporary 
consumption. While some societies are undergoing secularization, the significance of 
religion cannot be underestimated. As a potent component of many cultures, it con-
stitutes a framework of reference for consumer behaviours towards counterfeits (Ali 
et al., 2022; Jiang et al., 2019; Kasber et al., 2023; Yaakop et al., 2021). Religiosity, 
encompassing the spectrum of an individual’s faith, observances, and dedication, 
can profoundly shape their ethical viewpoints and choices. However, this aspect 
is frequently overlooked in research pertaining to online shopping behaviour. The 
theory of cultural orientations, namely individualism and collectivism, may prove to 
be valuable in terms of their impact on the purchase of counterfeit goods. Thus, the 
significance of comparative studies re-emerges. It is not self-evident, as it has not 
been investigated, that representatives of these cultural orientations exhibit behaviour 
typical to them under the specific conditions of online purchasing.

Market-focused themes in research on online shopping

In prior market-focused studies we identified an incipient theoretical domain: 
brand equity theory. It explicates the additional value conferred by a brand name 
relative to its unbranded equivalent, akin to counterfeit goods in a broader context. 

Considering all five classic components of brand equity, as identified by Aaker 
(1991) the roles of brand loyalty, awareness, and associations appear to be particularly 
significant in the purchasing decision, especially in counterfeit product research. 
When discussing brand and loyalty towards it, trust theory emerges. Brand trust, 
as a facilitating factor for purchase which has been operationalized by numerous 
researchers, coexists with, and sometimes overlaps, trust in the sales venue and the 
brand’s manufacturer/owner (these concepts are not identical). It is worthwhile to 
investigate the extent to which these various categories of trust influence the intention 
to purchase (Lu et al., 2010). This underscores the importance of trust in the brand, 
which can be a decisive factor in consumer behaviour towards counterfeit products. 
Given that in online purchases, many links in the supply chain are difficult to verify 
by the end purchaser, numerous references to the theory of information asymmetry 
can be found here. The theory of information asymmetry addresses the imbalance in 
information between parties in a transaction, which is particularly significant in the 
context of online shopping where the buyer’s ability to assess the product is limited 
(Senali et al., 2024). This concept is crucial in understanding market dynamics and 
consumer behaviour in digital marketplace. Therefore, it is worth taking this eco-
nomic theory into account in such research (Akerlof, 1970; Rothschild & Stiglitz, 
1976; Spence, 1973).
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Risk-related themes in research on online shopping

At first it is critical to clearly define what type of risk is under investigation. 
For instance, in the classic approach among the six types of risk, psychological and 
social risks are separated (inter alia, Ross, 1975; Schiffman & Kanuk, 2007). We 
support this approach because the psychological one concerns the self-perception and 
self-concept of an individual, the impact of the purchase on the individual’s sense 
of self-worth, dignity, or the consumer’s way of thinking about himself, while the 
social one always refers to relationships with others, how they perceive and judge 
a person. Especially in relation to consumer behaviour, reasons and the intensity of 
social risk and psychological risk in the same purchasing situation may be different. 
Pursuing this line of thought, we recognize opportunities for intriguing research 
that links psychological risk with personal, i.e. internal determinants of consumer 
behaviour, and social risk with cultural conditions. Therefore, in the first instance, 
one may refer, for example, to the enduringly relevant self-concept theory (originated 
by Rogers, 1959), and in the latter, to the continually utilized social identity theory 
(initially postulated by Tajfel and Turner, 1979).

While time risk plays a crucial role in contemporary consumer behaviour due to 
its significant impact on decision-making processes, it should gain more attention. In 
the context of consumer dynamics in online shopping, time risk refers to the potential 
loss or adverse outcomes that consumers might face because of time constraints or 
delays in receiving a product. Time constitutes a critical resource, and the hazards 
linked to temporal constraints may embody potential opportunity costs (Bradford 
et al., 2017). The lead time in product delivery could cause consumers to forgo al-
ternative prospects, thereby impacting their cumulative contentment and perceived 
value. Hence, these issues can be considered from a broad perspective of the theory 
of opportunity costs. Opportunity cost, an essential tenet in economic theory, denotes 
the prospective advantages relinquished by an individual when electing a particular 
option in lieu of another. Within the sphere of consumer behaviour, time risk may 
be conceptualized as the opportunity cost associated with the temporal investment 
or potential squandering incurred during the interaction with a product.

Directions for research topics and domains 

Directions for person-centric topics in research on online shopping

An important factor that may influence consumers’ decisions to purchase coun-
terfeit products is the phenomenon of moral decoupling. Existing studies suggest 
that a higher level of moral decoupling can increase the likelihood of purchasing 
counterfeit luxury products (Chen et al., 2018; Orth et al., 2019; Shan, Jiang, & Cui, 
2021). Moral decoupling allows consumers to separate their purchasing behaviours 
from their personal moral values, enabling them to make purchases that would 
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normally conflict with their beliefs. Consumers employing moral decoupling may 
view their purchases as unrelated to their personal moral values, thereby reducing 
their feelings of guilt and cognitive dissonance. Future research on this phenomenon 
could focus on identifying factors influencing the level of moral decoupling, such 
as social norms, peer pressure, or risk perception.

Cognitive dissonance, particularly in the context of various types of risk, is a cru-
cial issue in the decision-making process of consumers. Cognitive dissonance occurs 
when consumers experience internal conflict between their beliefs and behaviours. In 
the case of purchasing counterfeits, consumers may experience dissonance related to 
legal, social, and quality risks, which affects their purchasing decisions. Expanding 
on this topic, it is worth investigating how individual motivations and barriers impact 
consumer purchasing decisions, especially considering these theories.

Research by Herstein et al. (2015) reveals that consumers do not form a homo-
geneous group but are divided into different micro-segments, each characterised by 
unique behavioural patterns and varying susceptibility to anti-counterfeiting cam-
paigns. Furthermore, negative campaigns are not perceived as effective, and online 
campaigns have not shown a positive impact on consumer behaviour (Thackeray 
et al., 2008). Therefore, focusing on positive campaigns appears more promising in 
achieving the desired outcomes. Future research should explore how different edu-
cational and informational campaigns influence the level of moral decoupling and 
cognitive dissonance among consumers. Consumers may be driven by the perceived 
economic benefit of purchasing counterfeits online, which are often priced signifi-
cantly lower than genuine products. This economic proposition creates a temptation 
for individuals who prioritize financial prudence over the authenticity of products. 
It has been addressed in numerous previous studies; however, insufficient attention 
has been given to the values per se. It is possible to utilize ten key values proposed 
by Schwartz, particularly: hedonism (partially investigated by Islam et al., 2021), 
power, security, self-direction. For instance, power as a value in the context of 
counterfeit products can shed light on the complex motivations behind purchasing 
and using fakes. As the ability to influence or control others, this value may become 
an attractive trait that some consumers strive to achieve through the possession of 
luxury goods – even if they are counterfeits.

Directions for social media-related topics in research on online shopping

Social media deserve the development of a research topic regarding their impact 
on the purchase and use of counterfeits, which so far has been shown in a rather 
narrow aspect of social media word-of-mouth (WOM) and social commerce related 
to users of fake luxury brands (Feng et al., 2023; Islam et al., 2021).

Studying public self-consciousness and its impact on the intention to purchase 
counterfeit items is crucial in the era of social media because these platforms am-
plify concerns about public image and peer judgment. The role of social media 
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in shaping consumer values and behaviours, especially regarding the perception 
of luxury brands and the fear of social embarrassment, underscores the need for 
deeper understanding in this digital age. Moreover, the visibility and accessibility 
of counterfeits through social media networks necessitate a comprehensive analysis 
of how public self-consciousness impacts consumer choices in a hyper-connected 
world. This relationship highlights the global significance of face consciousness, 
showing how social media acts as a bridge connecting cultural concepts of reputation 
management with modern consumer behaviour. The role of WOM in social media, 
as a highly interconnected and visible platform, can amplify the embarrassment 
and social stigma associated with being caught purchasing or endorsing counterfeit 
products. The increased risk of public exposure serves as a deterrent, influencing 
consumer attitudes by adding a layer of social consequences to their purchasing 
decisions. Today’s social media are not only a source of opinion formation but also 
an increasingly popular retail channel (Lindsey-Mullikin & Borin, 2017; Kaszycka, 
2017) which poses risks of market abuses and potential harm to consumers due to 
inadequate regulation.

Directions for security and trust related topics in research on online shopping

In online shopping, the establishment of trust is essential, and a unified sales and 
shipping process by the same retailer can be instrumental in circumventing counterfeit 
products. The erosion of trust does not necessarily diminish the intention to repur-
chase; however, the impact is more pronounced when the trust deficit is associated 
with an online retailer rather than an external seller. 

Peinkofer and Jin (2023) suggest that this is an area worth exploring further, 
proposing that researchers investigate various strategies online retailers can employ 
to lessen the adverse effects experienced by consumers. They suggest that enabling 
consumers to make more informed decisions by providing additional information 
such as the third-party’s location or authentication by the product manufacturer 
could be beneficial. 

The use of artificial intelligence (AI) is another avenue that could be explored 
to empower consumers. AI can support authentication processes by verifying the 
legitimacy of products and sellers, thus ensuring consumer confidence and trust 
in their purchases. Such innovative tools that assist consumers in verifying the 
authenticity of online product offerings would be interesting subjects for future 
research, for example answering the question on how AI-based anti-counterfeiting 
measures affect consumer purchasing decisions and perceptions of product authen-
ticity, including the behaviour of consumers who seek out counterfeit products 
deliberately. The assurance of authenticity and delivery as promised is a critical 
aspect of consumer trust in online commerce. This trust is reinforced when a retailer 
handles both the sale and shipment of a product, which can serve as a safeguard 
against counterfeit goods. 
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Directions for research on online shopping process

The delay between purchase and consumption in online shopping due the lead 
time resulting from order processing and transport, is another phenomenon that has 
been observed but not extensively studied in the context of counterfeits. Park et al. 
(2015) touched upon this construct, but there is room for further research to under-
stand its implications fully. We hypothesize that the emotions and possibly cognitive 
dissonance experienced by consumers during the lead time may be significantly 
different from those felt after the product is delivered.

The situational context of a purchase, such as the distinction between buying 
for oneself versus someone else and the intent behind the purchase, is also signifi-
cant. We hypothesise that the purpose of purchase (for oneself or for someone else) 
may moderate the relations between risk perception or consumer attitudes towards 
the product and their purchasing behaviour. The topics worth investigating in this 
context include various motivations such as deceiving someone, saving money, or 
purchasing based on recommendations due to embarrassment. The concept of “per-
ceived anonymity” in online shopping, as identified by Samaddar et al. (2024) is 
a factor that significantly influences young consumers’ behaviour towards purchasing 
counterfeits online. We suggest that this topic is further explored, especially when 
combined with the purpose of purchase.

Directions for risk and legal topics in research on online shopping

The legal context is an interesting topic for in-depth research, including knowl-
edge of legal regulations and responsibility for the emergence of counterfeits in the 
market. It is important to take a broad look at the somewhat neglected legal aspects 
concerning consumer choices. In law, such as European law, the theft of intellectual 
property is treated like the theft of a physical item. The question arises whether buyers 
of counterfeits are aware that purchasing a fake is legally equivalent to purchasing, 
for example, a stolen bicycle. 

The conflict between understanding the illegality of purchasing counterfeits 
and engaging in such purchases can intensify cognitive dissonance. By categorizing 
legal themes, we can assess how legal knowledge and perceptions of enforcement 
influence consumer decisions and moral judgments regarding counterfeits. From the 
perspective of this study, the increasing prevalence of counterfeits and the rise in 
online shopping necessitate consideration of risk-related topics: legal risk, non-de-
livery risk, and return policy risk. Legal risk pertains to the uncertainty regarding 
the origin of purchased products, a concern highlighted by Viot et al. (2014). This 
uncertainty can lead to significant repercussions for consumers who unknowingly 
purchase counterfeit goods, potentially facing legal consequences or unknowingly 
supporting illegal activities. Non-delivery risk addresses the concerns buyers have 
about whether they will receive the product they purchased. 
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This risk is particularly relevant in the context of online shopping, where trans-
actions occur without face-to-face interactions, and the physical goods are not im-
mediately in hand. Tham et al. (2019) underscore this issue, noting that the fear of 
non-delivery can deter consumers from making online purchases, especially from 
unfamiliar or unverified sellers. Return policy risk involves the conditions under 
which consumers can return purchased goods. This risk becomes prominent when the 
return policies are unclear, overly restrictive, or difficult to execute. Consumers may 
be hesitant to purchase products, particularly high-value items, if they are uncertain 
about their ability to return them in case of dissatisfaction or if the products turn out 
to be counterfeits. These occurrences open new avenues for future research, focusing 
on how these risks affect consumer behaviour and decision-making in the context 
of online shopping and counterfeit products. An intriguing thread that emerged only 
once in the analysed literature, specifically in the study by Patel et al. (2023), is the 
exploration of the relationship between an individual’s propensity for risk-taking in 
various aspects of life and their likelihood of purchasing counterfeit products. This 
area of research is worth developing further. Understanding how a person’s general 
risk tolerance influences their purchasing decisions, especially in the context of 
counterfeits, could provide valuable insights into consumer behaviours. For example, 
individuals who are more inclined to take risks in their personal or professional lives 
might be more willing to purchase counterfeit goods despite the associated legal, 
non-delivery, and return policy risks. Moreover, this line of inquiry could extend to 
how different types of risk are perceived and managed by consumers. Understand-
ing these dynamics can help develop more effective consumer protection strategies 
and policies that address the specific risks associated with counterfeits and online 
shopping.

Directions for methodology 

As mentioned before, online surveys were the predominant data collection meth-
od, a trend attributed to the widespread use of online survey platforms. Given the 
online shopping environment, this method is obvious as it allows researchers to reach 
internet users who are possibly online shoppers. Moreover, online surveys enable 
the application of diverse and more complicated research methods. 

However, this approach can potentially give rise to issues, as researchers lack 
control over external factors that could impact the study’s outcomes (Bethlehem, 
2010). These factors may include perceived anonymity, a lack of control over re-
spondent selection, or technical problems with survey access. The precise location of 
participants during the study remains unknown, introducing the possibility of addi-
tional factors affecting their responses. In such scenarios, researchers cannot ensure 
study standardization. It is crucial to use trustworthy survey tools and platforms that 
ensure the sample accurately reflects the population. If the method is well execut-
ed, it can provide valuable quantitative insights. Still, according to statistical data, 
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a proportion of the population does not shop online. Therefore, for any comparisons 
made between online shoppers and those who prefer traditional ways of shopping, it 
would be advisable to conduct telephone-based or in-person surveys.

One method used in consumer and market studies, which is not often applied 
in counterfeit purchase research, especially in the online context, is the conjoint 
method. Integrating the conjoint method into the research methodology enhances 
the understanding of consumer preferences by quantifying the relative importance 
of different product and purchasing situation attributes. This method can reveal key 
drivers of consumer decisions, allowing researchers to identify which factors most 
influence the purchase of counterfeit products (Gustafsson et al., 2007). The conjoint 
method’s ability to simulate real-world purchasing scenarios enriches traditional 
survey and experimental methods.

It would also be advisable to use other empirical research methods, with par-
ticular emphasis on qualitative research. Qualitative studies can, of course, be the 
main research method or part of a triangulation process and mixed-method approach. 
A mixed-method approach specifically refers to a research design that intentionally 
integrates both qualitative and quantitative methods within a single study or research 
project (Flick, 2018). This approach is used to capitalize on the strengths of both 
methods, providing a more comprehensive understanding of the research problem. 

There are many new phenomena in consumer behaviour regarding online shop-
ping of counterfeits that need researchers’ attention. In such cases, the sequential 
mixed-method approach should be applied, meaning that quantitative research should 
be preceded by qualitative studies that allow for a deeper understanding of the un-
derlying factors and details. This preliminary qualitative research can help identify 
key themes, inform the development of hypotheses, and refine survey instruments, 
ensuring that subsequent quantitative studies are more targeted and effective in cap-
turing the complexity of consumer behaviour towards counterfeit products online. 
Triangulation includes the mixed-method approach but encompasses a wider range 
of techniques aimed at enhancing the reliability and validity of research findings. 
Specifically, methodological triangulation, data triangulation, and theoretical trian-
gulation are advised (Flick, 2018).

Our literature review revealed that most research analyses attitudes towards 
counterfeits or purchase intentions. However, there is a research gap regarding ex-
post studies that would allow for gaining a deep understanding of attitudes, emotions, 
moral and ethical issues, cognitive dissonance, etc., after the product was purchased. 
With the non-zero lead time in online shopping, there is a wide possibility to uncover 
these emotions even before the product is delivered, as evidenced in the qualitative 
research by Samaddar and Ghandi (2022). Since this nuanced nature may be difficult 
to capture in quantitative research, qualitative studies may be a good solution.

Given the online context of counterfeit purchases and the rising importance 
of social commerce in the counterfeits market (Islam et al., 2021), future research 
should consider employing netnography (Sharma et al., 2018). This qualitative 
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research method, adapted from ethnography, focuses on studying online communi-
ties and cultures. Platforms such as Reddit, Instagram, Facebook, and specialized 
e-commerce forums should be included to capture diverse consumer interactions and 
discussions. Researchers could conduct participant observation and content analysis 
on these platforms to capture authentic consumer narratives, engagement patterns, 
and sentiment towards counterfeit products, thus revealing the underlying drivers 
behind purchase intentions and community influence. This method will contribute 
to enhancing knowledge of consumer behaviours regarding counterfeit purchases 
by providing deep insights into motivations, social dynamics, and cultural factors 
influencing these decisions within digital spaces (Kozinets & Gambetti, 2020).

The literature review revealed that a considerable portion of existing research on 
counterfeit consumption is rooted in non-representative samples, frequently focusing 
on specific segments such as students or niche consumer groups. Moreover, the ma-
jority of the research is single-country based, with a predominant focus on countries 
such as the US, China, India, and Israel. This approach may limit the generalizability 
and comprehensive understanding of the topic at large.

To thoroughly understand emergent themes like religiosity or cultural differenc-
es, there is an imperative need to engage with representative international samples. 
Such samples would offer a richer, more diverse set of perspectives, ensuring the 
validity and comprehensiveness of findings. Countries differ not only in terms of the 
availability of counterfeits, both in stationary and online distribution channels, but 
also in terms of morality. Eisend (2019) pointed out that country-specific conditions 
provide facilitators or inhibitors of counterfeit consumption, and therefore morality 
is dependent on differences in consumers’ moral engagement. Either the Corruption 
Perception Index proposed by Eisend (2019) or any other measure that reflects the 
social and institutional context, such as the percentage of populations shopping online 
or cultural dimensions (Hofstede et al., 2010; Inglehart & Welzel, 2019), could be 
criteria for choosing a diverse international sample.

At the same time, it is important to standardize the research methods across 
countries and to ensure the equivalence of the research object, measurement, research 
sample, and the process of direct research. This equivalence guarantees that the 
concepts being studied are understood similarly across different cultural contexts, 
allowing for accurate comparisons and interpretations (Smith et al., 2011). 

The analysis of consumer behaviour can be complemented by cluster analysis. 
This method plays a crucial role in research on counterfeit consumption by identifying 
distinct groups or segments within a population based on similar characteristics or 
behaviours (Wedel & Kamakura, 2000; Zampetakis, 2014). By grouping consumers 
with similar attitudes, purchasing patterns, or demographic traits, cluster analysis 
helps researchers uncover underlying patterns and insights that might not be apparent 
in aggregate data (Wedel & Kamakura, 2000). This technique enables the identifica-
tion of specific consumer segments more likely to engage in counterfeit consumption, 
thereby allowing for targeted interventions and more effective marketing strategies. 
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Furthermore, cluster analysis can reveal variations in consumer behaviour across 
different cultural or socio-economic groups, providing a deeper understanding of 
the diverse factors influencing counterfeit consumption.

Given the call for more qualitative research on consumer behaviours regard-
ing online counterfeit purchases, it is crucial to incorporate relevant methods for 
qualitative data, such as sentiment analysis, particularly in connection with meth-
ods like netnography. Sentiment analysis involves using computational tools to 
identify and quantify the emotional tones expressed in text data. In the context of 
netnography, which studies online communities and cultures, sentiment analysis 
can significantly enhance researchers’ ability to understand consumer attitudes and 
emotions towards counterfeit products. By analysing the sentiments expressed in 
online discussions, reviews, and social media posts, researchers can gain insights 
into the prevailing opinions and emotional responses of consumers (Mehraliyev et 
al., 2022). For instance, sentiment analysis can be applied to comments on social 
media platforms or reviews on e-commerce websites to gauge the positive, negative, 
or neutral sentiments towards counterfeit items. This approach allows researchers to 
identify patterns and trends in consumer sentiments over time and across different 
platforms. Moreover, combining sentiment analysis with traditional qualitative 
methods can provide a richer, more nuanced understanding of consumer behaviours 
and perceptions. It enables researchers to quantify qualitative data, making it easier 
to compare and contrast findings across different cultural contexts and demographic 
groups (Pawar et al., 2016).

Conclusions and limitations

Over the years, we have observed a significant shift in the topics included in 
research on counterfeit online purchasing and related consumer behaviours. 

Thus, addressing the RQ1 (i.e. how the scholarly research on consumer behaviour 
towards online counterfeit product purchases has changed over time), we noticed 
that the earliest analysed research concentrated on trust and counterfeit deception. 
This was followed by research on risks, emotions, and attitudes, which reflects the 
need for a deeper analysis of consumer behaviours, including person-related traits. 
The most recent research addresses moral disengagement and introduces new con-
structs reflecting the characteristics of the online shopping channel, such as perceived 
anonymity. This calls for more research to explore the new characteristics of online 
shopping and their impact on consumer behaviour. A marked increase in the number 
of publications occurred in the years 2016 and 2017, followed by another surge from 
the year 2020 onwards. Post-2020, there has been a proliferation of articles focused 
exclusively on online shopping. However, it leads to the conclusion that there has 
been a paucity of publications dedicated solely to online shopping, and this issue 
warrants further investigation.
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In response to RQ2 (i.e. what key conceptual themes have emerged in the study of 
consumer mindset regarding counterfeit online purchases, as revealed by a systematic 
literature review), it was possible to delineate the following themes: person-centric 
themes, social themes, cultural themes, market-related themes, and risk-related 
themes. In the academic discourse, it is acknowledged that legal aspects are of great 
importance in relation to consumer studies. However, it is somewhat infrequent 
to encounter comprehensive discussions of these legal considerations within the 
analysed literature. This observation underscores a significant gap in the scholarly 
examination of consumer behaviour, particularly in the context of online counter-
feit product purchases, where legal ramifications play a critical role. Each theme 
represents a distinct area of focus that collectively contributes to a comprehensive 
understanding of the phenomenon.

Further research on online counterfeit purchases should address the question: 
What future research directions arise from emerging and overlooked themes in 
online counterfeit purchase literature? Several key areas across theoretical, topical, 
and methodological contexts warrant attention. Theoretically, an interdisciplinary 
approach is needed to understand consumer mindsets towards counterfeits, focusing 
on terminological precision and the integration of emotions and cognitive traits, 
such as schadenfreude, cognitive dissonance, and moral and ethical influences. 
Topically, research should explore person-centric factors like moral decoupling, 
motivations behind counterfeit purchases, and the influence of social and cultural 
contexts, including face consciousness, legal awareness, and the impact of social 
media. Additionally, exploring market-related issues like trust, purpose of purchase, 
the influence of AI-based authentication, the role of time risk and opportunity costs, 
and the effectiveness of positive versus negative anti-counterfeiting campaigns can 
provide valuable insights. Methodologically, employing mixed-method approaches, 
including qualitative techniques like netnography and sentiment analysis, alongside 
quantitative methods like conjoint, and cluster analysis, can offer a comprehensive 
understanding of consumer behaviour. Cross-cultural and international studies us-
ing standardised research designs and representative international samples are also 
recommended to ensure validity and broader applicability of findings.

Our study has several limitations that should be acknowledged. Firstly, our re-
view, while comprehensive, is not exhaustive. For example, we limited our search 
to databases that allowed searches in titles, abstracts, and keywords, potentially 
excluding relevant studies indexed in databases with different search functionalities. 
We tried to overcome this limitation by employing several databases, including 
Scopus, which contains recognised journals from other sources, as we were com-
mitted to reaching studies of confirmed highest substantive value and global access. 
Thirdly, in our literature review we arrived with a limited number of articles. This 
however results from limiting the search criteria to the online distribution channel. 
In this context we were able to reveal a research gap. The section on future research 
directions acknowledges that some themes have already been discussed in the liter-
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ature on counterfeit purchases in general, regardless of the distribution channel. To 
address this limitation, we proposed extended future research directions regarding 
online shopping within this broader context. 
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